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CMMCv2; AC.L2-3.1.14 — Remote Access Routing
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CMMCv2; AC.L2-3.1.15 — Privileged Remote Access

DYINN DIPNAY? NOINYR nwna | 2.1.16

[IAIRN NINWAYT7 'OINYN 112N Y¥A7 DAY DIPNN 7Y DNWORN DR 7220 [1IRN
N71>'0 N1*N2 NAIVYT 'NDN/[PNNN 7V NFTzA NM0PKR NPT YXIAN 1 91N
NIOXNN ,NIXNN ,NIN'RN 11220 '02'N2 ANN/|[pRnn 72V N0 wn NX wnn?

12NN NN DIV NNTAINY ARWINN 7M1

TI'Y ,0'WONN 210 7Y Nga y¥a? N7t aRwn 1 70 (120 D RTI? v

79 11mn 35 Tiny 18/10/2023 — 05 noa

RM-2



1INV YT'N7 12102 N1AN — 2 anTN [N nRNN NN | "jan-27" nTne | pnvtan Twn

NIYNT ,N'N7 NIYATIA NMIXNY 90 NIWAT  ,N'019 IX NIIX NIvaa
.17 NN LT NIMRIE DYRIRIVNDY

CMMCv2; AC.L2-3.1.16 — Wireless Access Authorization
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CMMCv2; AC.L2-3.1.17 — Wireless Access Protection
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CMMCv2; AC.L2-3.1.18 — Mobile Device Connection
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CMMCv2; AC.L2-3.1.19 — Encrypt Data on Mobile
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CMMCv2; AC.L1-3.1.20 - External Connections
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CMMCv2; AC.L2-3.1.21 — Portable Storage Use
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CMMCv2; AC.L1-3.1.22 — Control Public Information
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Awareness and Training (AT)
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CMMCv2; AC.L2-3.2.1 — Role-Based Risk Awareness
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CMMCv2; AC.L2-3.2.2 — Role-Based Training
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CMMCv2; AC.L2-3.2.3 — Insider Threat Awareness
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Audit and Accountability (AU)
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CMMCv2; AU.L2-3.3.1 - System Auditing
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CMMCv2; AU.L2-3.3.2 — User Accountability
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CMMCv2; AU.L2-3.3.3 — Event Review
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CMMCv2; AU.L2-3.3.4 — Audit Failure Alerting
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CMMCv2; AU.L2-3.3.5 — Audit Correlation
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CMMCv2; AU.L2-3.3.6 — Reduction & Reporting
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CMMCv2; AU.L2-3.3.7 — Authoritative Time Source
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CMMCv2; AU.L2-3.3.8 — Audit Protection
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CMMCv2; AU.L2-3.3.9 — Audit Management
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Configuration Management (CM)
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CMMCv2; CM.L2-3.4.1 — System Baseline
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CMMCv2; CM.L2-3.4.2 — Security Configuration Enforcement

NMIXN "I1'Y TNX 1pYNn 243

NIDIYN DWXIANN NMIXNN "1'Y 79D ANK NPaNl Apynn DR N0 IR
.OYUI'Y '1'Y 7D 112V DWINR 217 MY RN

— 0'02'Na 719'0 217D DX 'Y 710N
.NYPIN 2¥N1 '0'01N 2A¥NN NPITAN . X
.DANTY IR MIND "W INXK A7yn .2
.N1ANN NN DX WY7N0 DRI NIDAIYNAN [0IN UP9ONA 'I'WN NP' T .2
917N 'YW NXON WK R IR IYIRT? N'pa LT
JINK? a¥n NAthint 0t 'w 7101A% N7 a0

.D"'wN TV L

CMMCv2; CM.L2-3.4.3 — System Change Management
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CMMCv2; CM.L2-3.4.4 — Security Impact Analysis
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CMMCv2; CM.L2-3.4.5 — Access Restrictions for Change

NI'INAI'Y7II9 DIN' DIY! 2.4.6
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CMMCv2; CM.L2-3.4.6 — Least Functionality
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CMMCv2; CM.L2-3.4.7 — Nonessential Functionality
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CMMCv2; CM.L2-3.4.8 — Application Execution Policy

D'YNNYN T 2y NRPNINA NN2IN 7Y a1 249
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CMMCv2; CM.L2-3.4.9 — User-Installed Software

NIN'NI'IN'T — 5 o

Identification and Authentication (I1A)
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CMMCv2; IA.L1-3.5.1 - Identification

nin'x 25.2
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CMMCv2; IA.L1-3.5.2 — Authentication

n%v-21 NN 2.5.3
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CMMCv2; IA.L2-3.5.3 — Multifactor Authentication
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CMMCv2; IA.L2-3.5.4 — Replay-Resistant Authentication
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CMMCv2; IA.L2-3.5.5 — Identifier Reuse

NI7'yo 20N MRIRYN/D'AT™n NNava 2.5.6
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CMMCv2; IA.L2-3.5.6 — Identifier Handling

NIADIIN NINNO'OA YIN'Y 257
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CMMCv2; 1A.L2-3.5.7 — Password Complexity

NINNO'O N'MIVO'N N7aaN 2.5.8
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CMMCv2; IA.L2-3.5.8 — Password Reuse
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CMMCv2; IA.L2-3.5.9 — Temporary Passwords
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CMMCv2; IA.L2-3.5.10 - Cryptographically-Protected Passwords
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CMMCv2; IA.L2-3.5.11 — Obscure Feedback
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Incident Response (IR)
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CMMCv2; IR.L2-3.6.1 - Incident Handling
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CMMCv2; IR.L2-3.6.2 — Incident Reporting

D'WIN'XY? Dalnn N 20N aprm 2.6.3
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CMMCv2; IR.L2-3.6.3 — Incident Response Testing
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Maintenance (MA)
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CMMCv2; MA.L2-3.7.1 — Perform Maintenance

nIpIan DITNN 2.7.2
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CMMCv2; MA.L2-3.7.2 — System Maintenance Control
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CMMCv2; MA.L2-3.7.3 — Equipment Sanitization
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CMMCv2; MA.L2-3.7.4 — Media Inspection
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CMMCv2; MA.L2-3.7.5 — Nonlocal Maintenance
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CMMCv2; MA.L2-3.7.6 — Maintenance Personnel

nirm 7y n1an — 8 7o

Media Protection (MP)
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CMMCv2; MP.L2-3.8.1 — Media Protection
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CMMCv2; MP.L2-3.8.2 — Media Access

nirm p17'o 2.8.3
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CMMCv2; MP.L1-3.8.3 — Media Disposal?!?
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CMMCv2; MP.L2-3.8.9 — Protect Backups
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CMMCv2; PS.L2-3.9.1 — Screen Individuals
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CMMCv2; PS.L2-3.9.2 — Personnel Actions
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CMMCv2; PE.L1-3.10.1 - Limit Physical Access
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CMMCv2; PE.L2-3.10.2 — Monitor Facility
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CMMCv2; PE.L1-3.10.3 — Escort Visitors
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CMMCv2; PE.L1-3.10.4 — Physical Access Logs
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CMMCv2; PE.L1-3.10.6 — Alternative Work Sites
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CMMCv2; RA.L2-3.11.1 — Risk Assessments

nryas npo | 2.11.2

D' '7NNN L NIMYNN ,09PNNN DDA 7M. NIt NY70 VXA JIARN
/ D5 ropR 91X DN NI7A7 "TOA MNTAM NN DMIAKD DY
,NDWNN DX DOYI Y'OUNT NI AWK (NIYTN IR NITIDIM ,NI'NO) NIYAD
D'2'7NN NIYXNAND NIRT "INV YT'NAY NIY'A IR'NYI019 7202 DMIY' NI DIPNNN

.D"0NIVIXK D7D DA XY |2 DA7UNN DY TIVY

— D'RYIN/DMINNN/NIRNRYA 719101 NION'NN 71751 NINYASN N0 NNAY

LAY  NIMAT L NIRIPKR — 210 o"y nN'pon JVIX'a NNt NNTan X
Intimn

,01212'0N 71N N'1DN 'R¥AN 9"y NRPON FTRIN QITYN — NPMoN [I'9X A

Q' L(M1I9 IX XN QEIN) VAN DT WA AWN DTN

NO'Y ,N71W9N NIDODY ,NTON N7DNA DIPNAE NIDIYN ,NN{7oN
.(White Box Ix Black Box 7wn%)

,ANNIM 'WIXpn 0 YN — (730 'R NKY) DP'TaN DY nngn 2
Nyl D2P'o ,N7Y507 D'U9MPO MY ,NN'WNY D'DN NNXNN
T NNMA

DIOND NIAPYA X7 [AT 719 JIN NINIT' NN'RO VIX'a — NN'ywo oIt .1
.NWUTN N'VAIT NIY'AD

NX 7700 wixpm NIT DPoSn Nnrroa 719N Nytasn NNYPO DID'0 .
JI7'N7 NIX'MMini 0'RYNAN VD'

:NYNTN NNAoN2 772'07 Niwnmn Nipnon YW 0iwn 0faion 707

NN 'X70 7Y NN 'R IR NIDTIVA K7 NIROMA NIN'RYT Nipno viva (1
.N1DIN NIdIYN

npwnl 0agnn 7m (CVE) nimdin niryao an'k? nigno vixa (2
7v niy2aon N 7177w NI2YY% L, n1ond oy ¥y AT 219 N awnn
.(CVSS) nim>man ni'y=aon

‘7wunn ,0'0119 LIP Niams no'wn N1'Na7 VINVIRN N NIEN0 Vi (3
.DIPNNL,NPITAN

NN D'wRY DNnon/nnnin 7w 0tza 0D'MIeND NINKKY Nipo vixa (4
,MIIYWPN "N ,0A171200 D'0N9N ,T'PON 702, NI0'Y DIOYWINN [IAIND
.TIVE,D™MIYPN D'021 7W D'TIRI NINY ,NINTT '019

.0TAm 0'w'nna joinn N7 oItk nnx / (PT) nan pman vixa (5

"7V NN TIPA N9UN NITIRA NIYZIN NI'NAY NI'0NIVIX NP0 YINa (6
DMK X7 DNENN YN TIR IR DIKNDD NIYXIAN

79 11mn 58 Tiny 18/10/2023 — 05 noa

RM-2



1INV YT'N7 12102 N1AN — 2 anTN [N nRNN NN | "jan-27" nTne | pnvtan Twn

'WY-TY NIDIYNL NINIKD N1AN NRRND N7w90 ANRY? Nipno viva (7
JaY migm

CMMCv2; RA.L2-3.11.2 — Vulnerability Scan
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CMMCv2; RA.L2-3.11.3 — Vulnerability Remediation
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CMMCv2; CA.L2-3.12.1 — Security Control Assessment
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CMMCv2; CA.L2-3.12.2 — Plan of Action
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Abbreviations Meaning

APT Advanced Persistent Threat

BOM Bill of Materials

BYOD Bring Your Own Device

CISO Chief Information Security Officer

CVE Common Vulnerabilities and Exposures
CVSS Common Vulnerability Scoring System
CD Compact Disk

CERT Computer Emergency Response Team
CNC Computer Numerical Control

CDR Content Disarm & Reconstruction

CUI Controlled Unclassified Information

CDI Covered Defense Information

CMMC Cybersecurity Maturity Model Certification
DFARS Defense Federal Acquisition Regulation Supplement
DoD Department of Defense (of the United States)
DVD Digital Video Disk

DVR Digital Video Recorder

DoK Disk on Key

FCI Federal Contract Information

FIPS Federal Information Processing Standards
FOUO For Official Use Only

IR Incident Response

I0C Indicator of Compromise

ICS Industrial Control System

IT Information Technology

IP Internet Protocol

MSSP Managed Security Service Provider

MOD Ministry of Defense (of Israel)

MFA Multi-Factor Authentication

N/A Not Applicable

NIST National Institute of Standards and Technology
NDA Non-Disclosure Agreement

79 nn 77 Tiny

RM-2

18/10/2023 — 05 nona



1INV YT™NY? 12102 NIAN — 2 [an N [N

nRNN NN | "jan-27" nTne | pnvtan Twn

PT Penetration Testing

PIN Personal Identification Number

POA&M Plan of Actions and Milestones

PLC Programmable Logic Controller

ROM Read-Only Memory

RAID Redundant Array of Independent Disks
RADIUS Remote Authentication Dial-In User Service
SIEM Security Information and Event Management
SOC Security Operational Center

SCADA Supervisory Control and Data Acquisition
SSP System Security Plan

TTP Tactics, Techniques, and Procedures

UTCI Unclassified Controlled Technical Information
u.s. United States

usB Universal Serial Bus

VvC Video Conferencing

VPN Virtual Private Network

VB Visual Basic

VolP Voice Over Internet Protocol

— DYINSI NMAY] WIN'Yd NIA'N 'WRY N720 707

win'e niin
jlawni |*T n"IT
NATO - North Atlantic Treaty Organization 1"oNa
NPT T TN
721'01) N1ANN NN a"nin
( )
nn'nN? M 7"Im
M2 NO'Y MWD A"Iwpn

— 0'MiM NIM'RN N7

N"72182 NN n"2ya nin
Lead Assessor am pTa
Certified Assessor Jnom 1A
Certification nonon

Assessment Team Member

NIN'RN 'PTIA DX 2N

Assessment

NIN'RN pPT1IN
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